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Agenda

❖ Review of Paper Presentation This Semester
➢ Some statistics

❖ Seven Types of Research Contributions in System 

Security
➢ 14 types in fact: { Empirical, Artifact, Methodological, 

Theoretical, Dataset, Survey, Opinion } x { Attack, Defense }

❖ Outcome of Research in Industry
➢ Series of research works, rather than one single paper, that 

finally contribute to an industrial product
➢ Industrial products are carried out by people
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Jump over ASLR: Attacking Branch Predictors to Bypass ASLR – MICRO’16
Shuffler: Fast and Deployable Continuous Code Re-Randomization – OSDI’16
BlockHammer: Preventing RowHammer at Low Cost by Blacklisting Rapidly-Accessed DRAM Rows – HPCA’21
KASLR is Dead: Long Live KASLR – ESSoS’17

Kidus

Type Casting Verification: Stopping an Emerging Attack Vector – SEC’15
Gadge Me If You Can: Secure and Efficient Ad-hoc Instruction-Level Randomization for x86 and ARM – ASIACCS’13
SafeHidden: An Efficient and Secure Information Hiding Technique Using Re-randomization – SEC’19
PUFs: Myth, Fact or Busted? A Secure Evaluation of Physically Unclonable Functions (PUFs) Cast in Silicon - CHES’12

Sylvia

Counterfeit Object-oriented Programming: On the Difficulty of Preventing Code Reuse Attacks in C++ Applications - S&P’15
MARX: Uncovering Class Hierarchies in C++ Programs - NDSS’17
Oxymoron: Making Fine-Grained Memory Randomization Practical by Allowing Code Sharing - SEC’14
PAC it up: Towards Pointer Integrity using ARM Pointer Authentication - SEC’19

Raghuveer

HexType: Efficient Detection of Type Confusion Errors for C++ - CCS’17
Smashing the Gadgets: Hindering Return-Oriented Programming Using In-place Code Randomization - S&P'12
Meltdown: Reading Kernel Memory from User Space - SEC’18
PointGuardTM: Protecting Pointers from Buffer Overflow Vulnerabilities – SEC’03

Jackson

CFIXX: Object Type Integrity for C++ Virtual Dispatch – NDSS’16
You Can Run but You Can't Read: Preventing Disclosure Exploits in Executable Code – CCS’14
CAIN: Silently Breaking ASLR in the Cloud – WOOT’15
Weaponizing Middleboxes for TCP Reflected Amplification – SEC’21

Gaukas

Review of Paper Presentations this Semester
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Some Statistics
Attack:
1. CAIN
2. Weaponizing
3. COOP
4. MARX
5. Meltdown
6. Jump over ASLR

Defense :
1. CFIXX
2. You Can Run but You Can’t Read
3. Oxymoron
4. PAC it up
5. HexType
6. Smashing the Gadgets
7. PointGuardTM
8. Shuffler
9. BlockHammer
10. KASLR is Dead
11. Type Casting Verification
12. Gadge Me if You Can
13. SafeHidden
14. PUFs

Attack
Defense
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Some Statistics (cont.)
Integrity:
1. COOP - 15
2. Type Casting Verification - 15
3. CFIXX - 16
4. HexType – 17
5. PointGuardTM - 03
6. PAC it up - 19

Isolation:
1. You Can Run but You Can’t Read
2. Meltdown
3. KASLR is Dead 

Randomization:
1. Smashing the Gadgets - 12
2. Oxymoron - 14
3. Shuffler - 16
4. Gadge Me if You Can - 13
5. SafeHidden - 19
6. CAIN – 15
7. Jump over ASLR - 16

Misc:
1. BlockHammer
2. Weaponizing
3. MARX
4. PUFs

Integrity
Randomizatioin
Isolation
Misc

object type integrity

pointer integrity

permission isolation
address space isolation

How to random? 
Instruction-level, function level, program level;
random for one-time, continuous randomization

How to break randomization? 
e.g., VM side channel, Branch Predictors side channel 



dataset 
contribution

New and useful 
corpuses with analysis 
of its characteristics

survey 
contribution

Expose trends 
and gaps

opinion 
contribution

Change the minds 
of readers through 
persuasion

theoretical 
contribution

New or improved concepts, 
definitions, models, 
principles, or frameworks

methodological 
contribution

New knowledge 
about how we 
carry our our work

artifact 
contribution

Prototype, new systems, 
architectures, tools, 
toolkits, techniques

empirical 
contribution

New findings based 
on observation and 
data gathering 6

attack

defense

Seven Types of Research Contribution in System Security

Idea borrowed from “Research Contributions 
in Human-Computer Interaction”, Jacob O. 
Wobbrock, Julie A. Kientz
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attack
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Examples of the Seven Types of Contribution

PUFs

SoK
paper

K(H)eaps

KAISER, 
Shuffler

BAP: A binary 
analysis 
platform

Recognizing 
Functions in 
Binary with 

Neural Networks

An Empirical 
Study of the 
Reliability of 
UNIX Utilities

Remote 
Timing 

Attacks are 
Practical

LAVA: Large-
scale 

Automated 
Vulnerability 

Addition

Terra: A Virtual 
Machine-

Based 
Platform for 

Trusted 
Computing

Why Is 
Cybersecurity 
Not a Human-
Scale Problem 

Anymore?

Why ’Correct’ 
Computers 
Can Leak 

Your 
Information



dataset 
contribution

To what extent the 
work supply with 
a useful and 
representative

survey 
contribution

How well they organize what 
is currently known about a 
topic and reveal opportunities 
for future research

opinion 
contribution

Evaluated on the 
strength of their 
argument

theoretical 
contribution

novelty, soundness, 
and power to describe, 
predict, and explain

methodological 
contribution

utility, reproducibility, 
reliability, and validity 
of the new method

artifact 
contribution

What they make 
possible and how 
they do so

empirical 
contribution

How important are the 
findings? How sound 
are the methods? 8

attack

defense

Evaluation Criteria for the Seven Types of Contribution
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Case Study – I 

methodological contribution

artifact contribution
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Case Study – II

artifact contribution

survey contribution
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Case Study – III

methodological contribution

artifact contribution

empirical contribution
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Case Study – IV

theoretical contribution
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How Research Works Contribute to Industrial Products

Whitepaper: Samsung Knox Security Solution, Version 2.2 May, 2017
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Samsung’s Patented Real-time Kernel Protection (RKP)

❖ A security monitor in either the Secure World of ARM TrustZone or 
a thin hypervisor 
➢ TEE, first defined in 2009
➢ The first hypervisor supporting full virtualization were SIMMON and IBM CP-

40 produced in Jan 1967. Classified into two types in Robert P. Goldberg’s 
PhD thesis

❖ Prevent modification of kernel code, injection of unauthorized code, 
execution of userspace code in the privileged mode
➢ IMA
➢ kGuard: Lightweight kernel protection against return-to-user attacks, SEC’12
➢ Many other previous works

❖ Prevent DMA Attacks, Control Flow Attacks, etc
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Industrial Products Are Carried Out by People

❖ It costs roughly 0.5 million to 

graduate one PhD student
➢ Tuition, RA/TA, fringe benefits, double pay 

in summer, conference travelling, fees 

p/semester, IDC 
➢ Quit or dismissal halfway

❖ Your contribution is more than 0.5 
million
➢ High-tech needs people like Steven Jobs, 

Bill Gates, and You to make progress


