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Linux Kernel Protections 101 - Stack

CONFIG_STACKPROTECTOR (stack canary)

return address

stack canary

stack buffer
overflow



Linux Kernel Protections 101 - Stack

CONFIG_INIT_STACK_ALL & CONFIG_GCC_PLUGIN_STACKLEAK

return address

stack frame

key for 
encryption

STACKLEAK_POISON

STACKLEAK_POISON

STACKLEAK_POISON

poison at the 
end of syscall



Linux Kernel Protections 101 - SLAB/SLUB

CONFIG_SLAB_FREELIST_HARDENED

freelist

&freedslot3 ^ &freelist ^ rand

Freed Slot 2 Freed Slot 3Freed Slot 1

&freedslot3 before the patch

after the patch

[1] “Weakness in Linux Kernel Heap Hardening” - Dr. Silvio Cesare 



Linux Kernel Protections 101 - SLAB/SLUB

CONFIG_INIT_ON_ALLOC_DEFAULT_ON (init_on_alloc)
CONFIG_INIT_ON_FREE_DEFAULT_ON (init_on_free)

freelist

Freed Slot 2 Freed Slot 3

fprt

Freed Slot 2 Freed Slot 300000

freelistallocated



Linux Kernel Protections 101 - Memory Layout

CONFIG_RANDOMIZE_BASE (KASLR)
fgkaslr is out of scope

kernel text img

0xffffffff80000000

0xffffffffc0000000

modules

0xffffffffc0400000



Other Sensitive Kernel Data

“/etc/shadow” content in 
gnome-keyring-daemon

root:!:yyy:0:99999:7:::
yueqi:xxx:yyy:0:99999:7:::

[2] https://github.com/xairy/kernel-exploits/tree/master/CVE-2017-18344 

Interrupt descriptor table

https://github.com/xairy/kernel-exploits/tree/master/CVE-2017-18344


Elastic Object is Not A New Attack

Flexible Structure: xfrm_replay_state_esn 
used in Pwn2Own 2017 for CVE-2017-7184

leaked through nla_put() invoked from recvmsg syscall



Elastic Object is Extended From Flexible Object

Standard Flexible Object Extension of  Flexible Object 
(i.e., Elastic Object)



Using Elastic Objects in Attack

● Assuming that write primitive on kernel heap tampers “p” or “len” in elastic objects 
● Later, “len” is propagated to “n” in copy_to_user() and probably also “p” to “src”



Severity of Elastic Object Attack 

• Obtain leak primitive from write primitive

• The leak primitive can expose
– Stack canary
– Return address on stack for KASLR bypassing
– Encrypted heap cookies
– Function pointer value on heap for KASLR bypassing
– “/etc/shadow” in gnome-keyring-daemon
– Interrupt descriptor table for KASLR bypassing
– And more



Generality of Elastic Object Attack

• Unknown
– Functions as kernel-user space communication channel, e.g., like copy_to_user()
– # of elastic objects in the kernel code base
– # of elastic objects whose “p” and “n”can be propagated to those channel functions 
– Given a vulnerability, # of elastic objects can be used for leaking

• Important
– Do we need to pay attention to this attack?
– Do we need a mitigation?



Our Study - Kernel/User Channels Functions

Types of Channel Function Prototypes

Memory Access APIs unsigned long copy_to_user(void __user* to, const void* from, unsigned long n);

Netlink

int nla_put(struct sk_buff* skb, int attrtype, int attrlen, const void* data);

int nla_put_nohdr(struct sk_buff* skb, int attrlen, const void* data);

int nla_put_64bit(struct skb_buff* skb, int attrtype, int attrlen, const void* data, int padattr);

void* nlmsg_data(const struct nlmsghdr* nlh); void* memcpy(void* dest, const void* src, size_t count);

void* nla_data(const struct nlattr* nla); void* memcpy(void* dest, const void* src, size_t count);

General Networking

void* skb_put_data(struct sk_buff* skb, const void* data, unsigned int len);

void* skb_put(struct sk_buff* skb, unsigned int len); void* memcpy(void* dst, const void* src, size_t count);



Our Study - Static Analysis to Pinpoint Elastic Objects

copy_to_user(buffer, upayload   ->data,   buflen  )buflenupayload

buflen  =  upayload  ->datalen;buflen upayload

struct user_key_payload

upayload = kmalloc(sizeof(*upayload) + datalen, GFP_KERNEL);upayload

1. identify the leaking anchor, i.e., invoking to channel functions

2. Where is the length from?

3. Where is the source from?

4. From the same structure type

https://elixir.bootlin.com/linux/v5.5.3/C/ident/copy_to_user
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/user_key_payload
https://elixir.bootlin.com/linux/v5.5.3/C/ident/kmalloc
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/GFP_KERNEL


Our Study - Static Analysis to Pinpoint Elastic Objects

copy_to_user(buffer, upayload   ->data,   buflen  )buflenupayload

buflen  =  upayload  ->datalen;buflen upayload

struct user_key_payload

upayload = kmalloc(sizeof(*upayload) + datalen, GFP_KERNEL);upayload

5. Collect the constraints along the path from the 
anchor retrieving length to the anchor leaking data

if (buflen > upayload->datalen)

https://elixir.bootlin.com/linux/v5.5.3/C/ident/copy_to_user
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/user_key_payload
https://elixir.bootlin.com/linux/v5.5.3/C/ident/kmalloc
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/GFP_KERNEL
https://elixir.bootlin.com/linux/latest/C/ident/buflen
https://elixir.bootlin.com/linux/latest/C/ident/datalen


Our Study - Static Analysis to Pinpoint Elastic Objects

- 49 elastic structures are tracked down in defconfig
- 38 elastic structures are confirmed using kernel fuzzing and 

manual analysis



Our Study - Results in Linux

- 36/38 structures are in general cache
- Cover most general caches



Our Study - Results in Linux

- 21 CVEs, 10 from syzbot
- 23/31 bypass KASLR and leak heap 

cookies
- 12/31 leak stack canary
- 5/31 performs arbitrary read



Our Study - Results in FreeBSD & XNU 

- 20 structures in FreeBSD
- 16 structures in XNU



Our Study - Results in FreeBSD & XNU 

- 9 CVEs
- 5/9 bypasses KASLR 
- 4/9 leaks heap cookie (FreeBSD doesn’t 

have heap cookie)
- 3/9 performs arbitrary read



Potential Mitigations Against Elastic Object Attack

CONFIG_SLAB_FREELIST_RANDOM (freelist randomization)
- No effects on UAF/double free exploitation
- Many bypassing techniques

● Heap Groom
● Freelist Reversal

freelist

Freed Slot 2 Freed Slot 3Freed Slot 1

freelist

Freed Slot 2 Freed Slot 3Freed Slot 1 without mitigation

with mitigation



Potential Mitigations Against Elastic Object Attack

CONFIG_GCC_PLUGIN_RANDSTRUCT (structure layout randomization)
- Random seed has to be exposed for building third-party kernel modules



Potential Mitigations Against Elastic Object Attack

CONFIG_HARDENED_USERCOPY
- n <= frame size; n <= slot size
- Miss other channel functions
- Not restrict enough, sensitive data 

can be in the slot and stack frame

copy_to_user(dst, src, n)

Object

slot size

stack frameframe size



Our Proposed Mitigation Against Elastic Object Attack

elastic obj spray objvulnerable obj

spray objvulnerable obj

kmalloc-96

elastic obj

kmalloc-96

kmalloc-isolate-96

isolation

- Create kmalloc-isolate-xxx during boot up
- Add one more flag to specify which cache for allocation
- More advanced isolation is in Grsecurity’s AUTOSLAB 

(which I know later)



Performance Evaluation of Our Proposed Mitigation



Security Evaluation of Our Proposed Mitigation

• Out of 31 vulnerabilities used to study the generality of elastic object attack

• Only two vulnerabilities can potentially be exploited after the mitigation enforced
– CVE-2017-7184: vulnerable object is xfrm_replay_state_esn which is also the elastic object
– CVE-2017-17053: vulnerable object is ldt_struct which is also the elastic object

• Still raise the bar because
– kernel objects enclosing a function pointer are almost in general cache 



Other Mitigation Designs

• Shadow memory for each elastic object
– Record the actual size of the corresponding object
– Heavy memory and performance overhead

• Introduce a checksum field for integrity check
– Encrypt the length value and store it in the checksum field
– Usability is an issue when elastic object is designed for protocols having specific formats



Contributions

• Extension of flexible cobject to elastic object
• A systematic method demonstrating the generality of elastic object attack
• A defense design that could mitigate the attack

Contact

Twitter: @Lewis_Chen_
Email: ychen@ist.psu.edu

Personal Page: http://www.personal.psu.edu/yxc431/
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